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Foreword

CONGRATULATIONS! YOU HAVE BEFORE YOU a book whose time has more than come.
More and more attention has been forcibly drawn to the issues of computer

and information security. Only a few years ago, it was an afterthought for just
about everybody connected with computers or networks; now it is an exceed-
ingly rare week that passes without at least one alert of a security vulnerability
affecting tens of thousands of users.

Two factors (at least!) have contributed to this explosive growth of awareness
and concern. One is the increasing ubiquity of computer access; more and more
individuals must use a computer as part of their daily jobs, and increasing num-
bers of families have computers at home. And almost every single one of these
computers has the potential, realized or not, of being connected to a network
that includes hundreds to millions of others.

Another major contributing factor is the ever-expanding demand for more
and more functionality and capability. Not only does meeting this demand
require faster hardware; it also requires more complicated software. The faster
hardware and network connections makes certain attack forms (such as pass-
word bashing) more viable, and the increasing complexity of the software
inevitably introduces more nooks and crannies in which some sort of oversight
or bug might hide.

What does all this have to do with Hardening Apache? The Apache Web server
is one of those bits of software that has become increasingly involved and eso-
teric as it has grown to meet the demands of its users and developers for more
functionality. Combine the potential for security vulnerabilities with the perva-
siveness of the package (which at the time of this writing drives more than thirty
million web sites—over two thirds of the Web!) and you have a very attractive tar-
get for crackers.

In addition to the complexity of the base Apache httpd package, its design
permits—nay, encourages—third-party vendors to extend its functionality with
their own special-purpose code. So regardless of the security robustness of
Apache itself (and it’s pretty robust) some less well-scrutinized after-market
package may introduce vulnerabilities.

Despite the foregoing and the popularity of the Apache web server, there is
a surprising dearth of authoritative and complete documents providing instruc-
tions for making an Apache installation as secure as possible.

Enter Hardening Apache. In it, Tony Mobily takes you from obtaining the
software and verifying that no one has tampered with it, through installing and
configuring it, to covering most of the attack forms that have been mounted
against it. In each case, he describes what the issue is, how it works, whether it
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has been addressed by the Apache developers (so you can tell if upgrading will
correct it), and various actions you can take to prevent penetration.

Software is a moving target, and documenting it is a difficult and never-
ending task. So in addition to giving you information as current as possible as
of the time of this writing, Hardening Apache also includes pointers to online
sources and mailing lists that you can use to keep up with the latest news, views,
and clues concerning vulnerabilities and attack forms.

As I said: a book whose time has more than come.

Ken Coar, 
Apache Software Foundation, 
February 2004
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